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1. Premise: Strong Customer Authentication (SCA) and Users 
 

The so-called Local Users are individuals identified by the Customer, within the company organization,  
without signatory powers and authorized to access digital services for companies offered by UniCredit 
(e.g. UniWeb, Banca Multicanale Business, UC Trade Finance gate, International Payment Tracking, etc.), 
through the Corporate Portal, in informative mode and responsible only of the preparation of order 
transactions.  

In order to increase the security of its services and be compliant  with the new requirements introduced 
by the European Directive on payment services “PSD2” related to strong authentication of services users 
(SCA - Strong Customer Authentication), UniCredit has foreseen, during the access, the insertion of a 
further factor of authentication based on a One Time Password generated by a physical security device. 

Based on the new security requirement, the Local Users must be equipped with a physical device for the 
generation of a “UniCredit User” One Time Password that UniCredit identified in a VASCO token physically 
similar to the one currently in use by the Signatories (UniWeb Pass or UniCredit Pass for Banca 
Multicanale), but to which no Digital signature Certificate is associated, therefore not enabling the user to 
authorize provisions,  

The process of provisioning and assignment of the aforementioned Devices is divided in two main 
activities: 

1. on Bank side: assignment of the “UniCredit User” OTP token to the company REB requested by 
the Customer  

2. on Company Administrator of profiles side: assignment of the OTP Token to each User.  

With regards to Step 2, the Local Users must be registered directly within the secure environment of the 
Corporate Portal by the Company Profiles Administrator who defines the operating profiles, assigns the 
temporary codes and the UniCredit User device requested for the access. 

The Administrator must take care of the acquisition of the specific receipt upon delivery of the Device 
to the Local User as well as the correct keeping of a Assignments Register which must be kept for any 
possible dispute and made available to the Bank in the event of a request.  
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2. Assignment of the UniCredit User Device to the ALREADY CENSED and ACTIVE Local User 

 
In case of a Local User already censed and active, it is only needed to associate the OTP token “UniCredit 
User”. 

The Administrator of company profiles accesses to the Corporate Portal - 
https://corporateportal.unicredit.it  -  and, from the top left menu selects “User Administration”. 

Once the list of the various users (Signatories - User managed by the Bank and Users – Local User) is 
displayed, activates the edit function by clicking on the pen icon on the row of the user of interest. 

 

 

Selects “Add OTP token” in order to start the assignment process. 

 

Inserts:  

 the “UniCredit User” device Serial number located on the back of the device including all 
figures and letters without blank spaces or dashes 

 the One Time Password (OTP) generated by the device itself 
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The system returns the confirmation message informing that the OTP Token has been correctly 
assigned. 
Subsequently the module has to be printed by clicking on “Print OTP Assignment”  
 

 

The Administrator proceeds with the physical delivery of the OTP Token and the collection of the consent 
signed in the form   <Receipt of the physical device for the generation of One Time Passwords> by the 
User.   

The signed and subscribed forms, together with the Assignment Register, must be kept and archived 
by the Administrator for any possible dispute and made available to the Bank in the event of a request. 

At this point the User can access the e-banking platform with his/her credentials i.e User ID + PIN + OTP 
(generated by UniCredit User Token).  

In the period April – May 2019 the Bank will provide customers with a set of UniCredit User devices in 
order to be able to proceed with the assignment to the Users; the activation of the second security factor, 
i.e. the new method of accessing the internet banking, will take place starting from June 2019. The 
Administrators concerned will be notified by a message in UniWeb a few days before the actual 
introduction.  
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3. Assignment of UniCredit User device to a NEW user  
 

The Company Profiles Administrator proceeds with the census of the Local User from the Corporate Portal 
“User Administration” area by selecting the “Create a new user”  functionality at the top right. 

 

 

 

Fills in the fields with the User data and confirms by clicking on the button “Create” 

 

 

 

Once the User has been created, the Company Profiles Administrator presses the “+” button on the right. 
A new pop-up windows will appear and the Administrator will flag the applications to which the user will 
be enabled. 
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Example of UniWeb enablement: select the application UniWeb: 
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Selects the Company REB in UniWeb to which the new User is enabled 

 

 

 

 

Indicates the User’s Fiscal code and assigns a 5-digit temporary PIN (to be repeated twice in the 
procedure). Subsequently, at the first access, the User will be asked to modify it. 
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The User is still Inactive as shown in the following screen, as the Administrator will have to profile the 
specific authorizations in Uniweb by clicking on the “Activate user in UniWeb” in the lower right corner. 

 

 

 

By clicking on “Activate user in UniWeb” the system redirects to UniWeb > Administration area. In the 
section  Administration> Profiles and parameters Management> Users it is displayed the summary of 
the Users. 
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By clicking on the first icon on the right “edit authorizations ” the relative menu will open  

  

 

From here the Administrator selects UniWeb functions, company, accounts to which the user will be 
enabled. 

 

 

At this point the Administrator returns to the “User Administration” Corporate Portal section and opens 
the User detail. Selects the pen at the top right “Edit”. 
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Selects “Add an OTP Token” 

 

 

 

Inserts: 

 the “UniCredit User” device serial number located on the back of the device including all 
figures and letters without blank spaces or dashes 

 the One Time Password (OTP) generated by the device itself 
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The system returns the confirmation message that the OTP Token has been correctly assigned. 

 

 

 

The User can start operating on the Corporate Portal and UniWeb (or other services to which he/she has 
been enabled). 

The Administrator proceeds with the physical delivery of the UniCredit User Token, of the PIN for the first 
access and the collection of the consent signed in the form “Receipt of the physical device for the 
generation of One Time Passwords”.   

The signed and subscribed forms, together with the Assignment Register, must be kept and archived 
by the Administrator for any possible dispute and made available to the Bank in the event of a request. 

At this point the User can access the e-banking platform with his/her credentials i.e User ID + PIN + OTP 
(generated by UniCredit User Token) and can change the PIN indicating one of his/her choice. 

In the period April - May 2019 the new censed Users will follow the introduction of the SCA based on the 
migration envisaged for the Signatories. From June 2019, the new censed Users will access directly with 
the new mode. 

 

 


